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Chapter 16 Objectives

= 16.1 Outline security requirements based on customer
needs

= 16.2 Select security components based on customer
needs

= 16.3 Implement customer's security policy
= 16.4 Perform preventive maintenance on security

= 16.5 Troubleshoot security
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Upon completion of this Chapter, students will be able to perform tasks related to:
16.1 Outline security requirements based on customer needs 
16.2 Select security components based on customer needs 
16.3 Implement customer's security policy 
16.4 Perform preventive maintenance on security 
16.5 Troubleshoot security 
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Chapter 16 Worksheets, Activities, Labs
= 16.1.1 Worksheet: Security Policy

= 16.2.2 Activity: Security Devices

= 16.2.3 Worksheet: Firewalls

= 16.3.2 Lab: Windows XP Firewall

= 16.5.3 Lab: Fix a Security Problem

= 16.5.3 Remote Technician: Fix a Security Problem
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There are three worksheets, one activity, and two labs included in Chapter 16. These are available at the bottom of associated pages of course content and by clicking on the “Labs” link in the Index window of Chapter 16. 
Worksheets assignments including research, matching, review questions, troubleshooting, and role-playing activity.
16.1.1 Worksheet: Security Policy (Answer security questions regarding the security of the equipment, access privileges, Internet access of your IT Essentials classroom.)
16.2.2 Activity: Security Devices (Complete the security device matching activity)
16.2.3 Worksheet: Firewalls (Research the details of two different hardware firewalls. Record the details of each. Recommend one for purchase. Research the details of two different software firewalls. Record the details of each. Recommend one for purchase.)
16.3.2 Lab: Windows XP Firewall (Explore the Windows XP Firewall and configure some advanced settings.)
16.5.3 Lab: Fix a Security Problem (Gather data from the customer, and then instruct the customer on how to correct a security issue that is preventing connection to the wireless network.)
16.5.3 Remote Technician: Fix a Security Problem (Perform a role-play to correct a security problem.) 
 


Outline Security Requirements

A security policy includes a comprehensive statement
about the level of security required and how this
security will be achieved.

= |s the computer located
at a home or a business? Vot

Applications

= |s there full-time Internet
access?

= |s the computer a laptop?

v g et sy el bnprram . st e
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Local Security Policy
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16.0 Chapter Introduction
This chapter reviews the types of attacks that threaten the security of computers and the data contained on them. A technician is responsible for the security of data and computer equipment in an organization. The chapter describes how you can work with customers to ensure that the best possible protection is in place. 
After completing this chapter, students will meet these objectives:
Outline security requirements based on customer needs. 
Select security components based on customer needs. 
Implement customer's security plan. 
Perform preventive maintenance on security. 
Troubleshoot security. 
16.1 Outline security requirements based on customer needs 
Network technicians and the organization's management should work together to develop a security policy to ensure that data and equipment have been protected against all security threats. A security policy includes a comprehensive statement about the level of security required and how this security will be achieved.
When creating a security policy, answer the following questions to determine security factors:
Is the computer located at a home or a business? Home computers generally are more vulnerable to wireless intrusion than business computers. Business computers have a higher threat of network intrusion, due to users abusing their access privileges. 
Is there full-time Internet access? The more a computer is exposed to the Internet, the greater the chance of attacks from other infected computers. A computer accessing the Internet should include firewall and anti-virus solutions. 
Is the computer a laptop? Physical security is an issue with laptop computers. There are measures to secure laptops, such as cable locks. 
After completing this section, students will meet these objectives:
Outline a local security policy 
Explain when and how to use security hardware 
Explain when and how to use security application software
Teaching Strategy: The need for security is related to how many other computers are used with the computer you are trying to protect.  A laptop that never joins the network needs physical security.  A computer that joins the local area network needs protection against viruses.  Computers or networks that access the Internet need a thorough security solution, involving firewalls, anti-virus, and physical security.


Outline a Security Policy
A collection of rules, guidelines, and checklists:

= Define an acceptable computer usage statement.

= |dentify the people permitted to use the computer
equipment.

= |dentify devices that are permitted to be installed on a
network, as well as the conditions of the installation.

= Define the requirements necessary for data to remain
confidential on a network.

= Determine a process for employees to acquire access
to equipment and data.
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16.1.1 Outline a local security policy  
A security policy is a collection of rules, guidelines, and checklists. Network technicians and managers of an organization work together to develop the rules and guidelines for the security needs of computer equipment. A security policy includes the following elements:
Define an acceptable computer usage statement for an organization. 
Identify the people permitted to use the computer equipment in an organization. 
Identify devices that are permitted to be installed on a network, as well as the conditions of the installation. Modems and wireless access points are examples of hardware that could expose the network to attacks. 
Define the requirements necessary for data to remain confidential on a network. 
Determine a process for employees to acquire access to equipment and data. This process may require the employee to sign an agreement regarding the company rules. It will also list the consequences for failure to comply. 
The security policy should also provide detailed information about the following issues in case of an emergency:
Steps to take after a breach in security 
Who to contact in an emergency 
Information to share with customers, vendors, and the media 
Secondary locations to use in an evacuation 
Steps to take after an emergency is over, including the priority of services to be restored 
CAUTION: A security policy must be enforced and followed by all employees to be effective. 
Teaching Strategy: A security policy is a written document that details the rules and courses of action that relate to all the computers and network equipment in an organization, both during day-to-day operations and in case of emergencies. A local security policy may specify what can and cannot be done with the computers on a network. The policy defines who can use computers and for what purposes. The policy protects the company in case the network is used to perform illegal activities. The value of the security policy is that it can be created calmly before an emergency or security incident happens. This prevents making poor decisions in times of stress or crisis.
Student Activity: The student course content includes the worksheet, 16.1.1 Worksheet: Security Policy. To complete this worksheet, students will answer security questions regarding the security of the equipment, access privileges, Internet access of their IT Essentials classroom.


Security Hardware

ldentify hardware and equipment that can be used to
prevent theft, vandalism, and data loss.

= To restrict access to premises, you might use
biometrics, fences, and/or door locks.

= To protect the network infrastructure, you might
secure telecom rooms, setup detection for unauthorized
use of wireless, and/or setup hardware firewalls.

= To protect individual computers, you might use cable
locks, laptop docking station locks and/or lockable
cases.

= To protect data, you might use lockable HD carriers
and/or USP security dongles.
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16.1.2 Explain when and how to use security hardware 
The security policy should identify hardware and equipment that can be used to prevent theft, vandalism, and data loss. There are four interrelated aspects to physical security:
Restrict access - Prevent unauthorized access to premises using security hardware (biometrics, fences, door locks)
Protect the network infrastructure - Protect network devices, cabling, and data from theft, damage and illegal access by using protective techniques and hardware (secured telecommunications rooms, place all cabling in conduits, wireless detection for unauthorized access points, hardware firewalls, network management system that detects changes in wiring and patch panels)
Protect individual computers - Protect individual computers from theft or damage by using protective hardware (cable locks, laptop docking station locks, lockable cases, secured cages surround desktop cases)
Protect data - Protect data with hardware that prevents unauthorized access or theft of media (lockable HD carriers, secure storage and transport of backup media,  USB security dongles)
Factors that determine the most effective security equipment to use to secure equipment and data include the following:
How will the equipment be used? 
Where is the computer equipment located? 
What user access to data is required? 



Security Applications

Security applications protect the operating system and
software application data.

= Software Firewall
= Intrusion Detection Systems (IDS)
= Application and OS Patches

= Anti-virus software and anti-malware software

Compare the cost of data loss to the expense of security
protection, and then determine what tradeoffs are
acceptable.
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16.1.3 Explain when and how to use security application software
Security applications protect the operating system and software application data.
Software firewall filters incoming data and is built into Windows XP 
Intrusion Detection Systems (IDS) monitors changes in the program codes for unusual activity, and sends reports if code is modified 
Application and OS patches update applications and the operating system to repair security weaknesses that are discovered
There are several software applications available to protect computers from unauthorized access by malicious computer code:
Virus protection 
Spyware protection 
Adware protection 
Grayware protection
In developing a policy, management should calculate the cost of data loss versus the expense of security protection and determine what tradeoffs are acceptable. 



Selecting Security Components

Consider the following factors when deciding on security
components:

= Advantages and
disadvantages of a security
component

= Overlapping features and
functions

N = Component setup and
maintenance requirements

= Budget restrictions
= Real and perceived threats
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16.2 Select security components based on customer needs
The security policy helps customers to select the security components necessary to keep equipment and data safe. If there is no security policy, you should discuss security issues with the customer. Use your past experience as a technician and research the current security products on the market when selecting security components for the customer. The goal is to provide the security system that best matches the customer's needs. Consider the following factors when deciding on security components: 
Advantages and disadvantages of a security component 
Overlapping features and functions 
Component setup and maintenance requirements 
Budget restrictions
Real and perceived threats 
After completing this section, students will be able to perform the following tasks:
Describe and compare security techniques 
Describe and compare access control devices 
Describe and compare firewall types
Teaching Strategy: When considering the factor of component setup and maintenance requirements, research whether updates are automatically performed or manually performed. After installation, what testing and inspection should occur to confirm that the component is functioning properly? When considering the cost of the security to implement, consider the value of the data or equipment that is being protected. Consider the cost of losing that data or equipment. The correct amount of security is determined when the cost of putting a system in place meets the value of the data to be protected. 


Security Technigues

Depending on the situation, more than one technique
may be required.

= Use to login to the network

= Monitor network activity through

= Set up

Encryption methods include:

= Hash encoding uses an algorithm to track tampering

= Symmetric encryption uses a key to encode/decode data

= Asymmetric encryption uses one key to encode and
another key to decode

= \VPN creates a virtual “secure tunnel”
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16.2.1 Describe and compare security techniques
A technician should determine the appropriate techniques to secure equipment and data for the customer. Depending on the situation, more than one technique may be required.
Passwords - Using secure, encrypted login information for computers with network access should be a minimum requirement in any organization. Malicious software can monitor the network to record plain-text passwords. If passwords are encrypted, attackers would have to decode the encryption to learn the passwords.
Logging and Auditing - Event logging and auditing should be enabled to monitor activity on the network. The network administrator audits the log file of events to investigate network access by unauthorized users.
Wireless Configurations - Wireless connections are especially vulnerable to access by attackers. Wireless clients should be configured to encrypt data.
Encryption - Encryption technologies are used to encode data being transmitted on a network. Each technology is used for a specific purpose. Encryption methods include:
Hash encoding is used to identify when a message has been tampered with during transmission. Hash encoding uses an algorithm (SHA, MD5).
Symmetric encryption requires that the sender and the receiver use the same key to encode and decode data.
Asymmetric encryption requires that a private key is used to encode a message and a public key is used to decode a message.
Virtual Private Network (VPN) uses encryption to secure data in a “secure tunnel” as it travels through an unsecured network.
Teaching Strategy: There are many techniques for security. You job is to choose which is most appropriate for your client. To make informed recommendations to your client, you should be knowledgeable of the advantages and disadvantages of each security technique.


Access Control Devices
Physical access control devices
= Lock

= Conduit
= Card key
= Video surveillance

= Guards

Two-factor identification methods
for access control

= Smart card
= Security key fob

= Biometric device
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16.2.2 Describe and compare access control devices 
Physical access control devices are used to secure access to data and equipment by physical means.
A lock is the most common device for securing physical areas. If a key is lost, all identically keyed locks must be changed. 
A conduit is a casing that protects the infrastructure media from damage and unauthorized access. All cabling should be enclosed in conduits or routed inside walls to prevent unauthorized access or tampering. Network outlets that are not in use should be disabled. 
A card key is a tool used to secure physical areas. If a card key is lost or stolen, only the card must be deactivated. The card key is more expensive than security locks. 
Video surveillance equipment records images and sound for monitoring activity. The recorded data must be monitored for problems. 
Security guards control access to the entrance of a facility and monitor the activity inside the facility. 
Data security devices are used to authenticate employees and authorized personnel to access to data on a computer and on a network. Two-factor identification is a method to increase security. Employees must use both a password and a data security device similar to those listed here to access data: 
Smart card is a device that has the ability to store data safely. The internal memory is an embedded integrated circuit chip (ICC) that connects to a reader either directly or through a wireless connection. Smart cards are used in many applications worldwide, like secure ID badges, online authentication devices, and secure credit card payments.
Security key fob is a small device that resembles the ornament on a key ring. It has a small radio system that communicates with the computer over a short range. The fob is small enough so that many people attach them to their key rings. The computer must sense the signal from the key fob before it will accept a username and password.
A biometric device measures a physical characteristic of the user, such as their fingerprints or the patterns of the iris in the eye. The user will be granted access if these characteristics match its database and the correct login information is supplied. 
Student Activity: The student course content includes a matching activity. To complete this activity, students will match the data security device to its correct definition.
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Hardware

) Software Firewall
Firewall

Free-standing and uses Available as 3" party
dedicated hardware software and cost varies

Initial cost for hardware Included in Windows XP
and software updates can operating system

be costly

Multiple computers can be Typically protects only the
protected computer it is installed on

Little impact on the Uses the CPU, potentially
computer performance slowing the computer
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16.2.3 Describe and compare firewall types
Hardware and software firewalls protect data and equipment on a network from unauthorized access. Hardware and software firewalls have several modes for filtering network data traffic:
Packet filtering is a set of rules that allows or denies traffic based on an IP address, a protocol, and/or a port used.
Proxy firewall inspects all traffic and allows or denies packets based on configured rules, and protects internal IP addressing. A proxy acts as a gateway that protects computers inside the network. 
Stateful packet inspection keeps track of all channels of communication and provides the best degree of security at all levels.
A hardware firewall is a physical filtering component that inspects data packets from the network before they reach computers and other devices on a network. Hardware firewalls are often installed on routers. A hardware firewall is a free-standing unit that does not use the resources of the computers it is protecting, so there is no impact on processing performance. 
A software firewall is an application on a computer that inspects and filters data packets. A software firewall uses the resources of the computer, resulting in reduced performance for the user. 
NOTE: On a secure network, if computer performance is not an issue, you should enable the internal operating system firewall for additional security. Some applications may not operate properly unless the firewall is configured correctly for them.
Student Activity: The student course content includes the worksheet, 16.2.3 Worksheet: Firewalls. To complete this worksheet, students will conduct research for two different hardware firewalls and two different software firewalls. Record the details of each and then recommend one hardware firewall and recommend one software firewall.
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Configure Security Settings
Two primary security settings include:

= Setting levels of

Use FAT or NTFS to configure folder sharing or folder-level
permissions for users with network access

Use file-level permissions with NTFS to configure access to files

Wired Equivalent Privacy (WEP)

Wi-Fi Protected Access (WPA)

MAC address filtering

Unused wireless connections

Service Set Identifier (SSID) Broadcasting
Wireless antenna
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16.3 Implement customer's security policy 
Adding layers of security on a network can make the network more secure, but additional layers of security protection can be expensive. You must weigh the value of the data and equipment to be protected with the cost of protection when implementing the customer's security policy. After completing this section, students will be able to perform the following tasks:
Configure security settings 
Describe configuring firewall types 
Describe protection against malicious software 
Teaching Strategy: The more security protection applied to a network, the more secure that network is. Budget affects the amount of security equipment that be affordably implemented. The value of the data (customer identity, research data for new products) is usually considered in determining the security budget for securing that data. Access to any network, especially the Internet puts a computer at risk.  Even computers with low value data must be secured so that others won’t take control of the computer and use it for malicious purposes. 
16.3.1 Configure security settings
Two common security errors are incorrect permissions on folders and files and incorrect configuration of wireless security.
Configure permission levels to limit individual or group user access to specific data by file and/or by folder. The network administrator can use FAT or NTFS to configure folder sharing or folder-level permissions for users with network access. The network administrator can use file-level permissions with NTFS to configure access to files.
Use the following tools to configure wireless security:
Wired Equivalent Privacy (WEP) encrypts the broadcast data between the wireless access point (WAP) and the client using a 64-bit or 128-bit encryption key.
Wi-Fi Protected Access (WPA) provides better encryption and authentication than WEP.
MAC address filtering restricts computer access to a wireless access point to prevent the casual user from accessing the network. MAC address filtering is vulnerable when used alone and should be combined with other security filtering. 
The wireless Service Set Identifier (SSID) Broadcasting broadcasts the identity of the network. Turning off the SSID makes the network seem to disappear, but this is an unreliable form of wireless network security. 
The gain and signal pattern of the wireless antenna connected to a wireless access point can influence where the signal can be received. Avoid transmitting signals outside of the network area by installing an antenna with a pattern that serves your network users.
Teaching Strategy: Full control is an option for a folder permission like it is for a file permission. Be aware of any default permissions used by the operating system. For example, older versions of Windows would give everyone full control of all files.  Permissions for sharing a folder on a network can be different from folder or file level permissions. 
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Configure Firewalls
= Arestrictive firewall policy

= Windows Eirevall__ <l (open only the required ports)
General | Exceptions | Advanced
¥). Windows Faewal i heing o prosct you = A permissive firewall policy

e e B A e (open all ports except those
@ ©0n econmendea) explicitly denied)

This zetting blocks all outside sources liom connecting to this
complder, with the sxcephon of those sslacted on the Excephons tab

] Don't allow exceptions = Configure a software firewall
byt bie bt d s B manually or to run
Firewal blocks programe, Selections on the Exceplions tab will be .
onaed automatically.

@ () DF [not recommended)
o b g et ke Besm ekt w Configure a hardware firewall
Wi Floud o i sow i sl by indicating what is filtered
it by port type, port number,
L _Jl == J|  source address, and/or
destination address.
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16.3.2 Describe configuring firewall types 
By opening only the required ports on a firewall, you are implementing a restrictive security policy. Any packet not explicitly permitted is denied. In contrast, a permissive security policy permits access through all ports except those explicitly denied.
Software firewalls usually exist as a software application running on the computer being protected, or as part of the operating system. There are several third-party software firewalls. There is a software firewall built into Windows XP that is enabled by default in the Windows XP Service Pack 2. 
The easiest way to configure Windows firewall is to simply turn it on and let it run automatically. If an application attempts to establish a connection the user has not authorized, it will prompt the user and ask whether to allow it or not. To disable the firewall, go to: Start > Control Panel > Security Center > Windows Firewall
The configuration of the Windows XP firewall can be completed in two ways:
 Automatically: The user is prompted to "Keep Blocking", "Unblock", or "Ask Me Later" for any unsolicited requests. These requests may be from legitimate applications that have not been configured previously or may be from a virus or worm that has infected the system. 
 Manage Security Settings: The user manually adds the program or ports that are required for the applications in use on the network. 
To add a program, select:�Start > Control Panel > Security Center > Windows Firewall > Exceptions > Add Program 
To disable the firewall, select:�Start > Control Panel > Security Center > Windows Firewall
Many hardware firewalls can only be configured for the ports that the software or applications use. Depending on the type of firewall, the configuration is done through commands or GUI configuration screens. An example of a hardware firewall that can be configured through a web interface is the Linksys device with a firewall capability. 
To configure a hardware firewall you normally require the following information:
Port type: TCP or UDP 
Port number: 0-65535 
Source address: Originating IP address 
Destination address: Destination IP address 
Student Activity: The student course content includes the lab, 16.3.2 Lab: Windows XP Firewall. To complete this lab, students will explore the Windows XP Firewall and configure some advanced settings.
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Protect Against Malware

Run software scanning programs to detect and remove
the malicious software.

= Anti-virus, anti-spyware, anti-adware, and phishing
programs

Phishing attacks trick the user into providing the personal
information. A user’s data can be sold and/or used fraudulently.
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BMK Y our account 1s about to expire
Please complete and send the

following information immediately:

ﬂ‘ Full Name [
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Password
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16.3.3 Describe protection against malicious software
Malware is malicious software that is installed on a computer without the knowledge or permission of the user. Certain types of malware, such as spyware and phishing attacks, collect data about the user that can be used by an attacker to gain confidential information. You should run malicious software scanning programs to detect and clean the unwanted software. It may take several different anti-malware programs and multiple scans to completely remove all malicious software:
Anti-virus programs typically run automatically in the background and monitor for suspected viruses. These programs can also be invoked by the user as needed. When a virus is detected, the user is warned and program attempts to quarantine or delete the virus. 
Anti-spyware programs scan for keystroke loggers and other malware so it can be removed from the computer. 
Anti-adware programs look for programs that launch advertising pop-up windows. 
Phishing programs block the IP addresses of known phishing websites and warn the user about suspicious websites.  
Phishing attacks often arrive by e-mail. An official looking form appears which asks the user to verify personal information or account information, including ID numbers or passwords. Other phishing attacks trick the user into providing the information needed to claim a prize. Once they provide their information, a user’s data is made available for sale to identity thieves, or if a credit card number is involved, to fraudulent users. 
NOTE: Malicious software may become embedded in the operating system. Special removal tools are available from the operating system manufacturer to clean the operating system. 
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Operating System Updates
Windows XP update options:

Automatically downloads and installs without user intervention.

Download the updates automatically, but the user is required to
install them.

Notify the user that updates are available and gives the user the
option to download and install.

Prevents automatically checking for updates. Updates have to
be discovered, downloaded and installed by the user.


Presenter
Presentation Notes
Slide 16 – Operating System Updates
16.4 Perform preventive maintenance on security 
Several maintenance tasks are necessary to ensure that security is effective. This section covers how to maximize protection by performing updates, backups, and reconfiguration of the operating systems, user accounts, and data. After completing this section, students will be able to meet these objectives:
Describe the configuration of operating system updates 
Maintain accounts 
Explain data backup procedures, access to backups, and secure physical backup media 
16.4.1 Describe the configuration of operating system updates
An operating system is a likely target of attack because obtaining control of it can provide control of the computer. Keeping your operating system updated can prevent potential attacks.
Windows XP automatically downloads and installs updates to operating systems by default. The following options available in Windows XP give users the ability to control when software is updated:
Automatic: Automatically downloads and installs without user intervention.
Only Download Updates: Download the updates automatically, but the user is required to install them.
Notify Me: Notify the user that updates are available and gives the user the option to download and install.
Turn off Automatic Updates: Prevents automatically checking for updates. Updates have to be discovered, downloaded and installed by the user.
If the user is on a dial-up network, the Windows Update setting should be configured to notify the user of available updates or it should be turned off. 
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User Account Maintenance

= Group employees by job requirements to give access
to files by setting up group permissions.

= When an employee leaves an organization, access to
the network should be terminated immediately.

= Guests can be given access through a Guest account.
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16.4.2 Maintain accounts
Employees in an organization may require different levels of access to data. Employees can be grouped by job requirements and given access to files according to group permissions.
When an employee leaves an organization, access to data and hardware on the network should be terminated immediately.
Temporary employees and guests may need access to the network. When guests are present, they can be assigned to the Guest account.
Teaching Strategy:  Network users are trusted with varying amounts of information and access to resources. What they can access usually depends upon their job responsibilities. When a user changes jobs, it is important to give them access to any new resources they will require to perform their job. At the same time, resources they no longer need should be restricted.


Data Backups

Full or Normal

Archives all selected files

Backup
Incremental Archives all selected files that have changed since
Backu last full or incremental backup. It marks files as
P having been backed up.
Differential Archives everything that has changed since last full
backup. It does not mark files as having been backed

Backup up

. Archives all selected files that have changed on the
Daily Backup

day of the backup

Copy Backup Archives all selected files
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16.4.3 Explain data backup procedures, access to backups, and secure physical backup media
A data backup stores a copy of the information on a computer to removable backup media that can be kept in a safe place. If the computer hardware fails, the data backup can be restored so that processing can continue.
Data backups should be performed on a regular basis. 
Backup operations can be performed at the command line or from a batch file using the NTBACKUP command. The default parameters for NTBACKUP will be the ones set in the Windows backup utility. Any options you want to override must be included in the command line. The NTBACKUP command cannot be used to restore files.
A full or normal backup archives copies of all files on the drive. 
An incremental backup archives copies of only those files created or changed since the last normal or incremental backup. It marks files as having been backed up. 
A differential backup archives copies of all files created or changed since the last normal or incremental backup, but it does not mark files as having been backed up. 
The data backup media is just as important as the data on the computer. You should store the backup media in a climate-controlled offsite storage facility with adequate physical security. The backups should be readily available for access in case of an emergency.
Teaching Strategy:  Backing up PCs and networks not only ensures reliability but it is also important for security. For instance, if a computer is stolen then a recent backup can restore the data that is missing. It is just as important to safe guard backup tapes as it is the original computers or data. Backups should be made on a regular basis, preferably daily. If your company has a media rotation schedule and backup schedule, then simply follow those policies and guidelines. If no plan exists for backing up data and rotating the back up media, then create a schedule. An example is included in the course content. 
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Troubleshooting Process

Step 1 Gather data from the customer

Step 2 Verify the obvious issues

Step 3 Try quick solutions first

Step 4 Gather data from the computer

Step 5 Evaluate the problem and implement the solution

Step 6 Close with the customer
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16.5 Troubleshoot security
Security is often challenging to troubleshoot because any issues with it are often difficult to find, diagnose, research, and resolve. Following the troubleshooting process will help you in resolving any issues or problems with security. This section uses a scenario to describe how to troubleshoot security.
After completing this section, students will meet these objectives:
Review the troubleshooting process. 
Identify common problems and solutions. 
Apply troubleshooting skills 


Level-one Technician Gathers Data

Description of problem by the level-one helpdesk
technician:

= Customer is unable to connect to the network using
wireless connection.

Customer cannot surf the Internet.

Customer cannot access any resources on the network.
Wireless does not seem to be working properly at the office.
The customer has checked all settings.

= The helpdesk technician was unable to resolve the
problem, so the work order is escalated to a level-two
technician.
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16.5.1 Review the troubleshooting process 
The first step in the troubleshooting process is to gather data from the customer. The technician must organize the information about the customer, the device and the reported problem.
Scenario: The level-one helpdesk technician receives a call and creates a work order with the following information:
The customer cannot surf the Internet or access any resources on the network. 
Wireless does not seem to be working properly at the office. 
The customer has checked all settings. 
The helpdesk technician was unable to resolve the problem, so the work order is escalated to a level-two technician. 


Open-Ended Questions

Here are some open-ended questions that a level-two
technician might ask to gather more information from
the customer in this scenario:

= Which specific network resources are you trying to
access with your wireless system?

= Are there any network resources that you can access
by wireless?

= When were you last able to access the network using
wireless at the office?

= How does your computer perform using wireless at
other locations?
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16.5.1 Review the troubleshooting process 
As a level-two technician, you would contact the customer to verify information in the work order and gather additional data. Here are some open-ended questions to help you troubleshoot the problem:
Which specific network resources are you trying to access with your wireless system? 
Are there any network resources that you can access by wireless? 
When were you last able to access the network using wireless at the office? 
How does your computer perform using wireless at other locations? 


| evel-two Technician Draws Conclusions

Based on the information given by the customer to the
open-ended questions, these conclusions can be
determined:

= |In the office, no resources can be accessed.

= When operating away from the office, no problems are
experienced.

= The problems started just after a new wireless router
was installed.
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16.5.1 Review the troubleshooting process 
Based on the information given by the customer to the open-ended questions, these conclusions can be determined:
In the office, no resources can be accessed. 
When operating away from the office, no problems are experienced. 
The problems started just after a new wireless router was installed.



Closed-Ended Questions

Here are some closed-ended questions that a level-two
technician might ask to gather more information from
the customer in this scenario:

= |s your network cable plugged in?

= When you plug in your network cable, does everything
work correctly?

From the answers to these questions, you determine that
the customer Is experiencing a wireless connection
problem. Therefore, focus your efforts on
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16.5.1 Review the troubleshooting process 
Here are some closed-ended questions that a level-two technician might ask to gather more information from the customer in this scenario:
Is your network cable plugged in? 
When you plug in your network cable, does everything work correctly? 
From the answers to these questions, you determine that the customer is experiencing a wireless connection problem. Therefore, focus your efforts on a problem with wireless connectivity in the office.


Verify the Obvious Issues
Examine the most obvious causes of a problem.

= Does the access point appear to be on?
= What lights on the access point are on or flashing?
= Does anyone else have this problem?

= Have you been able to connect to the Internet since the
wireless router was upgraded?

= Does this problem occur only at your desk or at other
areas of the office as well?

= Have you been able to connect through wireless at any
other locations?
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16.5.1 Review the troubleshooting process 
The second step in the troubleshooting process is to verify that the obvious issues have been checked and are not causing the problem. In this example, you ask the customer the following questions to verify the obvious issues:
Does the access point appear to be on? Ensure that the access point is powered on.
What lights on the access point are on or flashing? 
Does anyone else have this problem? 
Have you been able to connect to the Internet since the wireless router was upgraded? 
Does this problem occur only at your desk or at other areas of the office as well? This is a check for interference with the wireless signal.
Have you been able to connect through wireless at any other locations? 
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Conclusions from Checking the Obvious
= The network login and password are valid.

= The wireless card in the user's computer operates
normally.

= The problem is not interference with the wireless signal.

= There Is probably a wireless configuration issue.
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16.5.1 Review the troubleshooting process 
In this case, asking questions about the obvious issues does not yield a solution to the user's problem. It does, however, provide the following valuable information: 
The computer can connect successfully when using an Ethernet cable in the office. This suggests that the username and password are valid. 
The computer can connect successfully when using a wireless connection at other locations. This suggests that the wireless card in the user's computer operates normally. 
The wireless connection will not work at any location in the office. This suggests that the problem is not interference. 
Since other users do not have the same wireless connection problem, it suggests that there is a wireless configuration issue.


Quick Solutions

= Check the wireless signal strength in various areas in
the office.

= Try connecting using wireless connection with security
settings turned off.

Results of quick solutions:

= The wireless signal strength seems normal.

= Wireless connection works with security turned off.
So the problem is probably a configuration issue.

= Check the configurations on the computer and on the
access point.
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16.5.1 Review the troubleshooting process 
Next, you should try quick solutions to resolve the problem. Based on information obtained from the customer, you can determine a few quick solutions for the customer to try. 
The quick solutions will either resolve the issue or provide you with additional information to resolve the problem:
Check the wireless signal strength at different locations in the office. 
Attempt to connect to the access point with security temporarily turned off to see if a security setting is the problem 
The wireless signal strength seems normal, based on the wireless client software in the user's computer. When the access point security is turned off, the customer can access network resources. This suggests that the problem is a configuration issue. 
Next, you should determine if the problem exists with the customer's PC configuration or with the networking equipment configuration. 


Gather Data from the Computer
Determine the MAC address of the computer:

1. Select

2. Type In the Run box. The Command Line
Interface should appear

3. Enter at the command prompt.

4. Write down the MAC address of the wireless NIC and
of the Ethernet NIC.

No resolution to the problem has been found at this point.
The problem is most likely to be found in the
configuration of the wireless access point security
settings.
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16.5.1 Review the troubleshooting process 
There are useful utility programs in most operating systems to help technicians to gather information from the computer. One important program is the IP Configuration tool, "ipconfig".
Since the security on the wireless router includes MAC based authentication, it is important to determine the MAC address of the computer. Ask the customer to perform the following steps:
 Select Start > Run 
 Type cmd in the Run box. The Command Line interface should appear 
 Enter ipconfig /all at the command prompt. The values of the MAC address from the wireless NIC and the Ethernet NIC may be useful in troubleshooting this problem. Write these down, since they are long and difficult to remember. 
No resolution to the problem has been found at this point. The problem is most likely to be found in the configuration of the wireless access point security settings.
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Evaluate Problem & Implement Solution

1. What do you know now?
= Works using the Ethernet = Works using wireless when the

cable security is disabled
= Works using wireless at = No one else has the problem
home

= Doesn’'t work when connected to the office wireless access
point

2. Determine possible solutions
= Might be incorrect wireless access point configuration settings

3. Implement the best solution
= The MAC address filter on the access point was incorrectly
configured for this customer.

= Add the computer’'s MAC address to the wireless access point
MAC address filter list.
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16.5.1 Review the troubleshooting process 
Once all of the data has been gathered, evaluate the information and research possible solutions. Try a possible solution one at a time. If the problem is corrected, move to the next step in the troubleshooting process. Keep implementing a solution based on your research until the problem is solved. 
In your notebook, you have written the following notes about the customer's computer: 
Works using the Ethernet cable 
Works using wireless at home 
Does not work when connected to the office wireless access point 
Works using wireless when the security is disabled 
No one else has the problem 
This is the only computer that is having a problem on the network. The computer can connect to the network when using the Ethernet cable. This problem occurred after the new wireless access point was installed. The problem disappears when the security settings are temporarily disabled. This indicates that the problem is due to incorrect wireless access point configuration settings. 
When you check the wireless access point configuration, you discover that the MAC address filter had been incorrectly configured for this customer. The access point was not accepting signals from the user's computer since the MAC address of the computer was not included in the MAC address filter list. The problem is solved by adding the computer to the wireless access point MAC address filter list.



Close with the Customer

= Discuss with customer the solution implemented.
= Have customer verify problem is solved.

= Provide all paperwork to customer.

= Document steps of solution.

= Document components used Iin repair.

= Document time spent to resolve the problem.
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16.5.1 Review the troubleshooting process 
After you have completed the repair, it is important to discuss the results with the customer and complete the documentation. This process will complete the troubleshooting steps and repair process.
If possible, verbally verify the solution directly with the customer. If the customer is available, allow the customer to demonstrate for themselves that the repair has solved the problem. If the solution is acceptable, the technician can update and close the work order. In some situations, the customer may not be able to communicate directly with the technician. In these cases, a repair representative should inform the customer of the work that was performed.
Documentation should include a restatement of the problem, the steps taken in the troubleshooting process, and the solution. You should also record the time needed to solve the problem. At a minimum, two copies of the documentation should be created - one for the customer and one for the technician.


..'\ o d . -. -
stfrar]n, ' » N - -

cIsco. | ) Cisge -:Nwﬁfirfﬁgﬁade Y

Common Problems and Solutions

Problem Symptom Possible Solution

A customer reports that a backup that
was started the night before is still

going.

Advise the customer to implement a
different type of backup that saves time.

Grant access to the files for the duration
of the visit. When the consultant leaves,
disable the account.

A visiting consultant using a guest
account cannot access needed files.

A user refuses your request to e-mail Inform the user that there was no such
you their student ID number and request. Gather information and warn
password. others against this phishing attack.

A user can locate a file on the server but Change the user permissions on this file
cannot download it. from read to read and execute.

A user cannot connect to the network
using a wireless router even after the
proper security key has been installed.

Verify that the user’s MAC address is
listed in the MAC address filter table.
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16.5.2 Identify common problems and solutions 
Security problems can be attributed to hardware, software, networks, or some combination of the three. You will resolve some types of security problems more often than others. 
Other common problems and possible causes to consider:
Problem: A customer reports that a backup that was started the night before is still going.
Possible solution: Advise the customer to implement a different type of backup that saves time.
Problem: A visiting consultant using a guest account cannot access needed files.
Possible solution: Grant access to the files for the duration of the visit. When the consultant leaves, disable the account.
Problem: A user refuses your request to e-mail you their student ID number and password.
Possible solution: Inform the user that there was no such request. Gather information and warn others against this phishing attack.
Problem: A user can locate a file on the server but cannot download it.
Possible solution: Change the user permissions on this file from read to read and execute.
Problem: A user cannot connect to the network using a wireless router even after the proper security key has been installed.
Possible solution: Verify that the user’s MAC address is listed in the MAC address filter table.


Fix a Security Problem

Now that you understand the troubleshooting process, it
IS time to apply your listening and diagnostic skills.

= Recelve the work order
= Research the problem

= Take the customer through various steps to try and
resolve the problem

= Document the problem and the resolution
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16.5.3 Apply troubleshooting skills
Now that you understand the troubleshooting process, it is time to apply your listening and diagnostic skills. The first lab is designed to reinforce your skills with security issues. You will instruct the customer on how to correct a security problem that is preventing connection to the wireless network.
Student Activity: The student course content includes the lab, 16.5.3 Lab: Fix a Security Problem. To complete this lab, students will gather data from the customer, and then instruct the customer on how to correct a security issue that is preventing connection to the wireless network.
Student Activity: The student course content includes the lab, 16.5.3 Remote Technician: Fix a Security Problem. To complete this lab, students will participate in a role-play activity to correct a security problem. This lab is designed to reinforce your communication and troubleshooting skills with security problems. In this lab, students will perform the following steps:
Receive the work order 
Research the problem 
Take the customer through various steps to try to resolve the problem 
Document the problem and the resolution 


Chapter 16 Summary

Advanced Security

= Security requirements for customers differ because of
budget restraints, the type of equipment to secure, and
the decision regarding hardware and software security.

= A security policy should be developed and used to
determine the type of firewall to be installed.

= Hardware and software security tools are available to
protect data on a network.

= Security policies should be followed by everyone in the
organization.

= Preventive maintenance is an effective part of security.
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In this chapter, security measures for computer equipment and networks were described. This information will help you select security equipment and procedures for your customers. The following concepts were included in this chapter:
Security requirements for customers differ because of budget restraints, the type of equipment to secure, and the decision regarding hardware and software security. 
A security policy should be developed and used to determine the type of firewall to be installed. 
Hardware and software security tools are available to protect data on a network. 
Security policies should be followed by everyone in the organization. 
Preventive maintenance is an effective part of security. 


“oee R Tr._t",_::u;co Networking Agademy’

Additional Resources

= Linksys: Learning Center http://www.linksys.com
= Home PC Firewall Guide™ http://www.firewallguide.com

= HowStuffWorks: It's Good to Know
http://computer.howstuffworks.com/firewall.htm

= United States Computer Emergence Readiness Team: Cyber Security Tip
http://www.us-cert.gov/cas/tips/ST04-004.html

= Microsoft: Security at Home: Firewall FAQs _
http://www.microsoft.com/athome/security/protect/firewall.mspx

= ConsumerSearch: Firewalls Reviews, Best Firewalls _
http://www.consumersearch.com/www/software/firewalls/index.html|

= Matousec: Comparison of Top Five Personal Firewalls _
http://www.matousec.com/projects/windows-personal-firewall-analysis/top-
flive-comparison.php

= Computer Shopper, PC PRO UK: Personal Firewalls
http://www.pcpro.co.uk/shopper/labs/222/software-labs-personal-
firewalls/introduction.html

= Information Week: Safety First: 5 Firewalls for Your De_skt0|o PC
%tp%/www.|nformatlonweek.com/software/showArtlcle.|htm ?articlelD=192
1247
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Linksys: Learning Center http://www.linksys.com 
Home PC Firewall Guide http://www.firewallguide.com
HowStuffWorks: It's Good to Know http://computer.howstuffworks.com/firewall.htm 
United States Computer Emergence Readiness Team: Cyber Security Tip http://www.us-cert.gov/cas/tips/ST04-004.html
Microsoft: Security at Home: Firewall FAQs http://www.microsoft.com/athome/security/protect/firewall.mspx
ConsumerSearch: Firewalls Reviews, Best Firewalls (December 2006) http://www.consumersearch.com/www/software/firewalls/index.html
Matousec: Comparison of Top Five Personal Firewalls (October 2006) http://www.matousec.com/projects/windows-personal-firewall-analysis/top-five-comparison.php
Computer Shopper, PC PRO UK: Personal Firewalls (June 2006) http://www.pcpro.co.uk/shopper/labs/222/software-labs-personal-firewalls/introduction.html
Information Week: Safety First: 5 Firewalls for Your Desktop PC (August 2006) http://www.informationweek.com/software/showArticle.jhtml?articleID=192201247

Whatis?com: IT Encyclopedia and Learning Center http://whatis.com
TechTarget: The Most Targeted IT Media http://techtarget.com
ZDNet: Tech News, Blogs and White Papers for IT Professionals http://www.zdnet.com
CNET.com http://www.cnet.com
PC World http://www.pcworld.com
ComputerWorld http://www.computerworld.com
WIRED NEWS http://www.wired.com
eWEEK.com http://www.eweek.com
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